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IP-Mon User Manual

Welcome to the user guide to the IP Mon package. This guide
will take you through the necessary steps to use the software
as efficiently as possible as well as being a useful reference
guide to the software in future..

Innocent Ngamgoma
17/09/2007
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Introduction

Welcome to the user guide to the IP Mon package. This guide will take you through the necessary steps
to use the software as efficiently as possible as well as being a useful reference guide to the software in
future. IP Mon is a world first plug and use data concentrator, that use IP based technologies to enable
much easier integration with existing IT infrastructure and lower installation costs. By combining sensor
information and video capture footage in one easy to use application, IP Mon allows you to effectively
monitor a whole range of possibilities.

Company Profile

Live Monitoring is a provider of real-time production and process monitoring systems. The business was
founded in 1995 and the company headquarters are presently located in KwaZulu Natal. Live Monitoring
develops market and support a totally independent line of production monitoring software. The first
product was designed primarily for the injection moulding and textile industries. However, through
continued customer support and product innovation Live Monitoring has quickly developed a unique,
flexible and cost-effective software solution which has broadened its product base to offer systems for

all types of industries.

Corporate Mission Statement

About this user manual

This guide will take you through each step that you will need to take to effectively use IP Mon, from

setting up a sensor to installing a camera.
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Starting Up

If your computer is off turn it on and log in. Make sure you are on the SPAR network as this application
works off the web

Signing On

Mmd / fAO0] WYW{c¢! we AY ﬂKmal-NJ oolasS 27

2. Select All Programs from the Start, pop-up menu.

3. Select Internet Explorer from the Programs sub-menu.

After the internet Explore is opened go to the address bar and type name of your site given to you by
Live Monitoring Agent then press Enter

Login Page

The following screen will appear then you have to type your username and passwords supplied to you

by Live Monitoring and click on Login or press Enter on your keyboard

(= IP-Mon.com Device Monitor - Windows Internet Explorer |ZHE‘E‘

@:/ - ‘ hitp: flacalhostiIndex, aspx Vl & X | | valks
File Edit ‘Miew Favortes Tools Help Links g | Customize Links g Free Hotmail & | Windows &2 Windows Marketplace £ | Windows Media

W e IIP'MDn‘cum Device Maritor ]_I f - B - - [Ehrage - Grock - @- B 3

IP Monitoring ]

Log In
o] I
Name:

Log In

(e

(¢p))

QX



Live Monitoring Pty Ltd

The Basics of the Interface

<

Sensors & Devices

Cameras ¥

Alerts ¥

0 Model View ¥
History ¥

<

Configuration

<

Status
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Your navigation through the IP Mon system has been optimized for
ease of use and revolves mainly around the side menu shown here

on the left.

Each option has sub options which can be accessed by clicking on

the button.

)
+ Add Alerts

Edit Alerts

Alert History

Alerts #

Once you have done this you will
notice that more options appear
in a type of a drop down effect.
To access any of these options,
simply click on the option you
wish to view.

By clicking on the button you
will hide that specific option from
view. This allows you to have as
many or as few options being
displayed on the screen at any
given time.

You will also notice that on each page that you work on, there is a

icon. By clicking on this icon, it displays help specific to the page

that you are currently working with.
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Sensors & Devices

Add New Sensor

There are numerous types of sensors that IP Mon can communicate with and this page helps you set

those sensors up. Upon clicking on the Add New button you will be shown the screen that is shown
below.

Tvpe Device
DS18B20 v MyDevice A4
Ficlds You will notice that there are a variety of
3 options, they are explained as follows
Module Register Type : The type of sensor you are wishing to
0 0 use
SerialNumber Caption
My Device : The type of device you are
Image Normal Image Error wishing to use
ImageNoResponse Min Value Fields : This defines what you actually wish
0 the sensor to monitor, ie. temperature
MaxValue Multiplier o
o ; Module : The module number, this is for
— when you have more than one of the same
Divisor Scan Rate device
0 5,000
Register :

Serial Number : This is where you enter the serial number of the device that you are using. Certain
devices require this to be entered.

Caption : This is where you enter how you wish the device to displayed, ie. Server Room Temp Probe 1
Image Normal : This is where you select the image to show that a device is working
Image Error : This is where you select the image to show that a device has an error

Image No Response : This is where you select the image to show that a device is not responding

Min Value : This is where you enter the minimum value that your sensor can detect

Max Value : This is where you enter the maximum value that your sensor can detect
Multiplier : This is where you enter the multiplier, this is used to give more accurate readings
Divisor : This is where you enter the divisor, this is used to give more accurate readings.

Scan Rate : This value determines how often you wish to scan a certain sensor for information
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Edit Sensors

At some point you will want to edit a sensor or even remove a sensor from your IP Mon setup, this page
assists in this matter. Firstly you must select a sensor from the drop down menu shown below.

Select Sensor

emp Probe

Humid/Temp |5
OneWire Ping F

= bt
Upon selecting the sensor you wish to edit, the screen below will appear.
Select Sensor
Temp Probe v
Type Device
DS18520 hd MyDevice “
Fields
w
Module Register
| 0] | 0]
SerialNumber Caption
48000000CF30 | [Temp Probe |
Image Normal
Image Error & |
| | Browse.. ]| |[ Browse...
Iﬁﬁagel\_ oResponse Min Value
| |(Browse._]| 0|
MaxValue Multiplier
| 0] | 0l
Divisor Scan Rate
| 0| | 15,000

As you can see, this screen is almost identical to the Add New Sensor.You can chose to Save the
settings for the sensor, or delete the sensor all together here.
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Sensor Status

BIlEEEEEEEEEEEECSEEERE

Icon Device

Field

Temperature

Sensor
MyDevice Temp Probe
MyDevice Humid Temp Temperature
MyDevice Humid Temp Humadity
MyDevice Humid Temp DewPoint

MyDevice OneWire Ping

MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF
MyDevice AMF

Procon RID

MvDevice Foil Probe

Logo

InputStatus
CutputStatus
MainsPhaselVolts
MainsPhase2Volts

MainsPhase3Volts

AlternatorPhaselVolts
AlternatorPhase?Volts

AlternatorPhaseiVolts

DCInputVolts
SpeedlinputBPM
PhaseRotationlnput

FunctionSwitchStatus

Alert

Mo Response
OK

0K

0K

0K

Device failure

Device failure 2

Device failure
Device failure
Device failure
Device failure
Device failure
Device failure
Device failure
Device failure
Device faiture
OK

No Eesponse

Value
-34.125deg C
22.875deg C

305942347978

218
219

n
W

Q

Tth

Add IP Device
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The sensor status screen displays
the status of all the sensors at any
given time. As you can see, your
sensors are displayed with the
captions that you gave them, as
well as displaying the
corresponding images you
selected for each possible status.

This screen can also be displayed
in the banner bar, by clicking on
Status, this allows you to view the
status of all the sensors while you
work elsewhere in IP Mon.

If you click on Logo, it will bring
back the original IP Mon logo.

One of IP Mon's many advantages is that it is capable of communicating with IP (Internet Protocol) based
devices, this page helps you set up these IP Devices for use with your setup.
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Tvpe
HATMNet

Port

ExtraData

ExtraData2

ImageNormal

Save

W

Browse...

IPAddress

1927 1682 | 0% [100 %
Caption

ExtraDatal
ImageNoResponse
ImageError

Doc Reference: IPMon01

Type : The type of IP Device you
are wishing to setup

IP_ Address : The IP Address of
the IP Device

Port : The port that you have
defined for the IP Device

Extra Data
Extra Data 1
Extra Data 2

Image Normal : This is where
you select the image to show
that a device is working

Image Error : This is where you
select the image to show that a
device has an error

Image No Response : Thisis
where you select the image to
show that a device is not
responding

By clicking on the [SAVE] button
you will save the details for the
specific IP device.
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Edit IP Device

Occasionally you will want to edit or remove and IP device, this page assists you with this. Upon clicking
on the Edit IP Device link you will be shown the following drop down menu.

Select Device
I
Caption |Nnrma| Image
MyDevice u
Procon n
Adamiy ﬁ

Once you have selected a device, you will see the screen below.

Select Device
MyDevice “

Tvpe IPAddress
1928 1658 | OB (2328

HATMet b — As you can see,
this screen is

Port Caption virtually identical

4 ¥

to the Add IP
80 MyDevice Device page.
ExtraData ExtraDatal .
You can click on
[Save] to save
_ your changes or
ExtraDatal ImageM DRE;EpDﬂEE;m you can click
[Delete] to
remove the
ImageN ormallid ImagaErmrﬂ device all

together.

EBrowse... Browse...
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Add Other Device

Doc Reference: IPMon01

This option is available for devices that may not be IP Based, normally this would be used for something
like an AMF panel or a UPS unit. Most commonly these devices will work off a serial connection and this

page provides for provision that.

You have the following
Tvpe IPAddress options to choose from :
v 192/%| |168[%]| | 0[5 [100/%
i Type : Thisis where
Port SerialPort you select the type of
device you wish to set
Mone A up
BandRate Data Bits o
IP_Address : Thisis
9600 v 6 ¥ where you set up the IP
Stﬂp Rits Error Check Address for the device
(O Even Port : This is where you
set up the port for the
@1 ©0dd device
015 & None
Serial Port: Thisis
2 Serial Port:
02 OMeark where you select a
(0 Space serial port for the device
Handshaking Baud Rate : Thisis
O XonXoff where you set up the
_ baud rate of the serial
® None port
O Hardware

Data Bits : This is where you set up the data bits of the serial port
Stop Bits : This is where you set up the stop bits of the serial port
Error Check : This is where you select the type of Error Checking

Handshaking : This is where you select the type of communication of the serial port
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Edit Other

This page allows yoto change or delete any device that falls into the category of "other device

Tvpe
AMF B
Port

BaudRate
9600 w
Stop Bits

@1
O15
02

Handshaking
O Xon/Xoff
@ None
' Hardware

IPAddress
192 5| 168 =

SenalPort
Mone
Data Bits
g |
Error Check
(O Even
O 0dd
® None
O Mark
O Space

4

100 &
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As you can see this
page is virtually
identical to the Add
Other Device page.
This page allows you to
select the device you
wish to edit via the drop
down menu and edit
any of the settings.

By clicking on [Save]
you will save any
changes to the set up
that you have made
and by clicking [Delete]
you will delete the
selected device from
your setup.
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This page allows you to add an SNMP Device to your IP MON Setup

RemoteHost

Community

AuthenticationProtocol

authpHMACMDE96
Requestld

<

Timeout
Password
Port
Datal

Data3

ImageNormal

ImageNoResponse

Browse...

RemotePort

LocalEngineld

SNMPVersion
Verl

IPAddress
1925 | 168 %

User

Confirm Password

Caption

Data2

ImageFError

0% [100%

Browse...

Reguest ID : This is where you enter the Request ID

IP_Address : This is where you define the IP Address for the SNMP Device

TimeOut :This is where you enter the Time Out value.

User : This is where you enter the user name for the device

Password : This is where you enter the password for the above mentioned

username

Confirm Password : This field confirms the password that you entered in the

password field.

Port : This is where you enter the port you wish to use for the SNMP Device

Caption : This is where you enter what you would like the device to be called.

Doc Reference: IPMon01

Remote Host : You can
enter the remote host
here

Remote Port : Thisis
where you enter the
remote port of the SNMP
Device

Community : This is
where you enter the

community that the
SNMP Device belongs
too.

Local Engine ID :This is
where you enter the local
engine ID

Authentication Protocol
: This is where you select
the authentication
protocol.

SNMP Version : Thisis
where you select the
SNMP Version you are
using.
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Edit SNMP Device

Doc Reference: IPMon01

This page allows you to edit the settings of an existing SNMP Device. As you can see this screen is
virtually identical to the Add SNMP Device page, you can save your changes by clicking on the [Save]
button or delete an SNMP Device completely from your setup by clicking on

FemoteHost FemotePort

| | | |
Community LocalEngineld

| | | |
AuthenticationProtocol SNMPVersion

| authpHMACMDE96 v | | Vert v/
Fequestld IPAddress

| | 1925 1685 | 0% [100%)
Timeout User

| | | |
Password Confirm Password

| | | |
Port Caption

| | | |
Datal Data2

| | | |
Data3

| |

ImageNormal ImageError

| [ Browse.. | | [ Browse...
ImageNoResponse

| [ Browse... |
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All Cameras

One of IP Mon's main features is the ability to use IP based cameras to monitor a specific area. Not only
does IP Mon store your video clips for reporting purposes, but it can also show you what the camera is
seeing in real time. This page allows you to look at as many or as few cameras at a time.

You can choose
which camera to
view by checking

Choose Camera’s

CameraW Cameral?7 the check box next
to the name of the
Image Size camera you wish to
1200 X 200 v view.
Refresh Rate ]
1 Sec v The Image Size
defines the size of
Refresh . .
the image you wish

to view, whilst the
refresh rate
determines how
often the display of
the camera is
updated.

Config/ Direct I i ki Config/ Direct

Clicking on the [Refresh] button will refresh the image immediately

If you click on the [Config/Direct] links next to the image, IP Mon will load the actual
camera setup program for you. Please note that the camera setup is external to IP
Mon. Any changes that you make in the camera’'s setup program will have an effect
on IP Mon.
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All Cameras

One of IP Mon's main features is the ability to use IP based cameras to monitor a specific area. Not only
does IP Mon store your video clips for reporting purposes, but it can also show you what the camera is
seeing in real time. This page allows you to look at as many or as few cameras at a time.

You can choose which
camera to view by
checking the check box

Choose Camera's

CameraW Cameral7 next to the name of the
camera you wish to

Image Size view.

1200 X 200 v

Refresh Rate The Image Size

1 Sec v defines the size of the

Refresh image you wish to

view, whilst the refresh
rate determines how
often the display of the

camera is updated.

Clicking on the
[Refresh] button will
refresh the image
immediately

ConfigDirect [0 &l Config/ Direct

If you click on the [Config/Direct] links next to the image, IP Mon will load the
actual camera setup program for you. Please note that the camera setup is
external to IP Mon. Any changes that you make in the camera's setup program
will have an effect on IP Mon.
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Add Cameras

Doc Reference: IPMon01

IP Mon's main feature is the ability to use IP based cameras, this page allows you to setup a new camera
for your system with the least amount of trouble. There are a variety of options that can be set here, for
example the reasons why a camera would start to record an image. You can read more on this topic with
reference to installing cameras elsewhere in this help document.

IP Adress
192/ %
168 0
100 =
Port
5,000/

Username

Password

IP_Address : This is where you setup the IP
Address the camera uses

Port : This is where you choose the port the
camera will use

Username : This is where you enter the
username for the camera

Password : This is where you enter the
password for the above mentioned username

Caption Caption : This is where you enter the name
of camera. ie. Server Room Camera
Twpe
Type:
gfi:z.ﬁg PreEvent Recording : Thi; is Where you
(e select the PreEvent Recording Time
;‘;zfr;zl; PostEvent Recording : This_ is w_here you
select the PostEvent Recording Time
5%
Recording Events :You have multiple
options here, these options define what will
Recording cause the camera to start recording
Events
[OIMotion Detect Alert Window 1 [ Digjtal Input High 4
[OMotion Detect Alert Window 2 [ Digjtal Input Rising 1
[OMotion Detect Alert Window 3 [ Digital Input Rising 2
[ Digital Input Low 1 [ Digjtal Input Rising 3
[ Digital Input Low 2 [ Digjtal Input Rising 4
[ Digital Input Low 3 [ Digjtal Input Falling 1
[ Digital Input Low 4 [ Digjtal Input Falling 2
[ Digital Input High 1 [ Digjtal Input Falling 3
[ Digital Input High 2 [ Digjtal Input Falling 4
[ Digital Input High 3
Event Recording
Enabled
O
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Edit Cameras

This page allows you to edit the configuration of existing cameras in your setup.

As you can see this screen is virtually identical to the Add
IP Adress Cameras page, you can save your changes by clicking on the
[Save] button or delete a camera completely from your setup by

clicking on [Delete]
-155 = -m

Port
| 5.000/% |
Username

Password

Caption

Tvpe

PreEvent
Eecording

| 5]
PostEvent
Recording

| 5%
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Alerts

Add Alerts

Doc Reference: IPMon01

The ability to be able to know when there is a problem as soon as there is a problem is a great advantage
and this section allows you to set IP Mon to do this for you. You can set up alerts to be sent via SMS,
Email etc. and even what you want the message to say. You have complete control on the customization
of your alerts.

Alert Type
CIsMs [ Paiger [ Sound
[JEmail O Voice [ Output
[C1SNMP
Message
Include Images
O True @ False
[ CameraW [JCameral?
Include Sensor Vales
[0 Temp Probe ORTD
[] Humid Temp OWIO
[ OneWire Ping [JFoil Probe
CJAMF
Enabled
@ True O False
Send Return to Normal Alert
C True @ False
[ Save & Add Contacts |

Alert Type : This option defines the
format of the alert you wish to
recieve

Message : This option allows you to
define the message you wish to
receive when an alert is sent.

Include Images : This defines
whether you wish to receive images
with your alert. If you select true, you
must also define a camera from
which the images must come from.

Include Sensor Values : By
selecting one of these options, your
alert will contain their values at the
time of the alert being send.

Enabled : This either enables or
disables the current alert.

Send Return to Normal Alert : If
true, IP Mon will send an alert to
notify you that the Alert has returned
to normal.

To save your new alert simply click
on the [Save & Add Contacts]
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Edit Alerts

On occasion, you may want to edit an alert or delete it altogether. This section of IP Mon allows you to go
back into the alerts and change them to suite you.

Drag a column header here to group by that column
Type Message Include Image Cameral ID CameraZ ID Sensorl 1D SensorZ D
Email Why Not False ] 0 0 0
SMS hey dude False 2 7 3 4
SMS RTD Above False 0 0 3 ]
Email you silly twat False 0 0 3 ]
< >

By selecting one of the alerts from this table, it will allow you to edit the details of the alert. You did this in
much the same way as you added the initial alert.

Update I Delete I Lpdate Threashholds I Update Contacts

This bar appears at the bottom of the edit alerts page, and allows you to update or delete various parts of
your alert.
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Alerts History

Filter By Time

12006/05/30 01-14-00 PM [ 2006/08/31 01-14:39 PV |

This page allows you
to view the alert
history. Any alert that
has been sent in the
past is archived in IP
Drag a column header here to group by that column Mon. You can filter
your results by

Aet  Message SentVia Date Sent A e s .
— | | specifying a time
SMS  Roger RTD Above :22.2 Sensarl:OneWire1 Value:D | 0824659472 2006/07/18 09:56:53.750 Al period in which to
search. Your alerts are
SMS | Roger RTD Above :22.3 Sensorl:OneWire Value:0 0824629472 200670718 10:09:28.77 AM then displayed in table

form as in the image
Email | Roger RTD Above :22.3 Sensorl:OneWire1 Value:D | roger@produtech.co.za;; | 2006/07/18 10:09:28 767 Al on the left.

SMS | Roger RTD Above (225 Sensorl:OneWire Value:0 | 0824625472 2006/08/04 10:4749 AM  —

SMS | Roger RTD Above 225 Sensorl:OneWire1 Value: 0 | 0824659472 2006/08/03 10:49:24 AM

This can come in
Email | Roger RTD Above :23.2 Sensor1:OneWire1 Value:D | roger@produtech.co za;; | 2006/08/01 01:07:44 PM handy for diagnostics

purposes and is a

SMS | Roger RTD Above +23.2 Sensorl:OneWire1 Value:D 0824659472 2006/08/05 01:07:55 PM useful tool to have

SMS | Roger RTD Above :23.3 Sensorl:OneWire1 Value:0 | 0824655472 2006/08/02 M:1315PM
{ | (&
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Model View

Add/Edit Model

This section of IP Mon, allows you to create a model of your server room, and monitor the sensors as an
image representation. By dragging and dropping the icons to where you wish them to appear, you can

basically create a map of your sensors. To create a model you must already have a "background" image
to load into IP Mon.

Upon clicking the link you will the screen below, the first tab is Add New, this allows you to add a new
model to your setup, any following tabs are of models that you have already created.

Models
Add New | MyMode! | newone

Fie
Model Name

To load a model you must first select a background image, you can do this by clicking on the [Browse]
button. Supported image file formats are : GIF, JPG, PNG, JPEG as well as HTML or HTM.

You will also have to name the model by entering a name in the Model Name field, this name will

reference the model on the tabs bar. Once you have loaded a model you will be presented with a screen
that will look similar to the once below.

Available Objects | 1 L ||
I |
2 -
sl |
Trash Bin |”“”“— *:\“" 1S o a?-“__;!ﬂ
. []
T
=23
[ Delete Model || Edit Model |

The Available Objects, represents the existing devices that you have installed in your setup. By moving
over the icons, it will give you a tool tip of what that icon represents. To add an icon to the model simply
drag and drop it into the image, to delete an icon, drag and drop it into the trash bin.
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View Models

This section of IP Mon allows you to view, your pre-designed models.

Awailable Models
MyModel || newane

To choose a model to view simply click on the tab of the model you wish to view. Once the model is
loaded, it is then possible to mouse over the icons to get information on what these sensors are receiving.
ie. temperature, dew factor etc.

of

Adam'w

LR:0001/01/01 12:00:00 AM
Twpe: TCPModbus

L5iok

As mentioned before, this is a far more visual way of viewing the status of your server room.
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History

Reports

Doc Reference: IPMon01

This section of IP Mon displays the information that it has stored in table form. This information is what IP
Mon uses to create the graphs, in the graphs section. By displaying it in table form, it allows you to view
exact numerical values. This information is very similar to what you would export, in the export section of

IP Mon.

Select Report

[Plan HTWLTabes |9

Sensors

roill Frobe

Ciate Start

-:—: Hurid D
c-:r.'-: ing

moar Wi

cw Loy -:—: Frokc

Date End

[ |

Temperature
Temperature
Temperature
Temperature
Temperature

Temperature

Generate

Sensor:Foil Probe

Date:2006/10/03 10:23:43 AM
Date:2006/10/02 10:24:059 AM
Date:2006/10/03 10:24:28 AM
Date:2006/10/02 10:25:31 AM
Date:2006/10/03 10:25:53 AM

Diate:2006/10/03 10:26:12 AM

Vi20.5

Wizl

Va2l

Va2l

Va2l

Vizl

[©]

To generate a report, simply check the boxes of the sensors you wish to receive information on, provide a

start and end date and the information will be displayed for you.
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Graphs

The graph section is where the IP Mon displays all your information in graphical format. This is the easiest
way to view the data, using line or bar graphs as well as distinguishable colours.

Simply check the boxes of the sensors you wish to receive information on, provide a start and end date
and then click on [Generate] to view the graphs. The default range allows you to specify certain time
periods for the graph.

Sensors IE

Foil Probe AMF WIO
Temp Humid Dew RTD Temp Probe
OneWire Ping
Start Day End Day
0 0
Default Eanges

Last 30 Mins 3

Here is an example of a graph for an RTD Sensor

22,75

2.7

22,65

22.60

22,55

22.50

22.45

22.40

22,35

2230

22,25

22,20

10032006 10:23
104032006 10:26
104032006 10:29
10032006 10:32
104032006 10:35
10/03/2006 10:38
10032006 10:41
104032006 10:44
104032006 10:47
1003/2006 10:50
104032006 10:53
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Export Data
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This section of IP Mon allows you to export data for a specific sensor. To export data you must provide, a
start date as well as an end date. The exported data will then be generated between those two sets of

dates.

Sensor

[FoiPoe 14

Start Date End Date

| [

Video

All video that is taken over a period of time is stored by IP Mon. This section allows you to view

archived video clips.

Filter Video By Camera

|AII Cameras V|
Filter Videos By Day
October 2006

4 [ocone_v]jz0 v *

Sun Mon Tue Wed Thu Fri Sat
1 2[3]4 5 & 7
g 9 o 11 12 13 14
15 18 17 18 19 20 21
22 23 24 25 2w 27 B
29 30 31 1 2 3

To-day: i006f10m3-
Awailable Video Files

©

Camera20001200609040005d.hgd Date:2006/09/04 07:07:50 AM

Playback Options
Speed Size Export

o009

|[ Browse...

Firstly select the camera you wish to view the history from, then click on a date in the calendar. The
available video files will be shown in the drop down box. You are then provided with speed options, size

options and the ability to export the file for external use
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Configuration

Back Up Data

This section of IP Mon allows you to setup automatic backups of the IP Mon system. As you can see
there are two types of backup, there is the SQL Database Backup and there is the Video Database
Backup. The SQL backup consists of all the variables that have been stored, as in the information that it
has received from sensors or even changes to the user settings. The Video backup, backs up all video
that has been captured.

SQL DB Backup Path

Browse

[IMonday [|Wednesday [1Frnday []Sunday

[1Tuesday [|Thursday [ Saturday 132120 -
Set SAL Backup
Video DB Backup Path
[IMonday [|Wednesday [|Friday []Sunday -

[ Tuesday []Thursday [ Saturday

Set Video Backup

Basically they both backup in the same way, simple select a path you wish the database to be saved too
by clicking on the [Browse] button, then select the day of the week and the time of the day and then click
on either [Set SQL Backup] or [Set Video Backup]. Your backups will take place weekly on the day(s) that
you set it up too be backed up.
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Server Config
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This section of IP Mon allows you to configure various aspects of your setup. Upon clicking on the server
config link. You will presented with a screen shown below

5MS5 Canfig | Email Corfig || General || Scheduled Report

SMS Device Device Order Add/Edit

GSMModem 1]
SMTR 1
FTF 2
HitpGet 3

Add GSM ][ Add SMTP ][Addl-—I'F’ ][ Add HTTP

SMS Config allows you to select what device should send an SMS Alert and in what order that specific
device has priority. As in the above graphic you will see that IP Mon will send from a GSMModem before
it will send from an SMTP device.

SMS Corfig | Email Corfig I General " Scheduled Report

Email Drevice Device Order Add/Edit

smtp.saix.net 0

semtp.mweb.co.za| 1

mail.mtn.co.za 2

Email Config allows you to specify the mail server you wish to send from, it also allows you to specify in
which order you wish IP Mon to send from.
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SMS Timer
20,000 %

Update
Email Timer
30,000 & |

Update

SMS Config | Email Corfig || General | Scheduled Report

Doc Reference: IPMon01

General allows you to specify the SMS Timer and Email Timer, this value determines how long after an
alert is generated, that you recieve natification via SMS or Email.

SMS Corfig | Email Corfig || Genera || Scheduled Report L
Report Name
|F'eri|:|di|: IPMan Activity Report |
Period of Report{Hours)
| 168 % |
Days
[C1Monday Tuesday
Wednesday Thursday
Friday Saturday
Sunday
Eecipients
|rnger@prudutech.cn.za |
[ Save Settings ] [ Test Settings ]

To schedule reports, simply name the report, how long a period you wish to monitor and then on what

days you wish to receive the report.
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Add Users
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This section allows you to give access to IP Mon, by specifying user names and passwords for users.

FirstName

Level
| 53]

Fax Number

() -

Pager Number

() -

Email

Username

Save

Surname

Phone Number

() -

Mobile Number

() -

Address

Password

Confirm

[©]

Simply fill in the details in the available fields, remember though, you cannot give a higher access level to

the one that you have.
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Edit Users

Doc Reference: IPMon01

This section allows you to edit or delete user access to IP Mon. As you can see it is identical to the add
user screen. The table at the top of the screen allows you to select which user you wish to change.

Firstname Surname Username

Roger Fraser RogerFraser 99

Roger Fraser Whao 99

Iain Fankhurst lainFP 99
D
| |
FirstlName Surname
| | | |
Level Phone Number
| 5 ) - |
Fax Number Mobile Number
- | (W |
Pager Number Address
) - | | |
Email
| |
Username Password
| | | |

Confirm
| |

[ Update H Delete
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Page Security

This section of IP Mon allows you to specify what access level is allowed to view certain pages within the
interface.

Page Name Display Name View Level |Edit Level |Delete Level |Update

Addalert Add Alert 7 5 7 Save |
AddAlertContact Add Alert Contact 777777 1 1 | Save |
AddalertContactScheduls| Add Alert Contact Scheduls| 1 1 1 Save |
AddalertSchedule Add alert Schedule 1 1 1 Save |
AddalertThreshHolds | Add Alert ThreshHalds 1 1 1 | Save |
AddCamera Add Camera 1 1 1 [ Save ]
AddIPDevices Add IP Devices 1 1 1 Save |

As you can see all you have to do is simply type in an access value, and save. So for example in the
above screen shot, you have to an access level of 7 to add an alert.

View System Log

This section of IP Mon allows you to view the system log. This is useful to see things like failed login
attempts etc. You can also specify times for which you want to see the logs for. This means you don't
have to sift through pages of information that does not apply to what you are looking for.

Filter By Time @

[2006/09/26 11:18:15 AM || 2006/10/03 11:18:15 AM |[]

Generate

Drag a column header here to group by that column

Type Data Date Sent -~
Failed Logon | Usemame:lainPPassword:Rat681 2006/09/26 01:45:12620 PM

Failed Logon | Usemame:lainPPassword:Rat681 2006/09/26 02:35:27 310 PM

Logon ID:1 2006/09/27 08:06:51.277 AM

Logon ID:1 2006/09/27 10:30:11.543 AM T
Logon ID:1 2006/09/27 03:04:57.653 PM

Logon 1D:1 2006/09/27 03:09:28.170 FM

Logon ID:1 2006/09/27 03:11:06.687 PM

Logon ID:1 2006/09/28 07:20:09.247 AM

Logon 1D:1 2006/09/28 07:27.08.280 AM bt
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Status

Device Info

The device info selection, does not offer any selectable information, but rather displays information for the
actual IP unit. This is used mainly for diagnostics purposes, but also allows you to see if there has been
any changes to your system. For example you will be able to pick up if you are receiving Windows
Updates to your system etc.

Working Set Version User Name _@
81862656 2.0.50727.42 ASPNET

Domain Name Tick Count Syvstem Directory
IPMONDEMO 180429921 C:WINDOWS\system32
08 Version Machine Name Current Directory
Microsoft Windows

NT 5.1.2600 Service [PMONDEMO C: WINDOWS\system32
Pack 2

Command Line

C:WINDOWS Microsoft NET ' Framework's2.0.5072 7 \aspnet_ wp.exe 6388 2564 23
0 HZfTKPTNT CoSEGzDGAFZkOSONW

Client Info

The client info page does not have any selectable options and exists purely as a diagnostic tool. As you
can see from the screenshot below you can see information such as IP addresses, ports and server
protocols.

Remote IP Remote Host Remote User
165145104 6 165145104 6

Request Method Script Name Server Name

GET {ClientInfo_aspx WWW_pmax_gotdns com
Server Port Server Protocol Server Software

80 HTTP/1.1 Microsoft-11S/5.1
Browser

Mozilla’'4 0 (compatible; MSIE 7.0; Windows NT 5.1; NET CLE 2.0.30727)




